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Abstract—Researchers have demonstrated the feasibility of de-
tecting human motion behind the wall with radio frequency (RF)
sensing techniques. With these techniques, an eavesdropper can
monitor people’s behavior from outside of the room without the
need to access the room. This introduces a severe privacy-leakage
issue. To address this issue, we propose Aegis, an interference-
negligible RF sensing shield that i) incapacitates the RF sensing
of eavesdroppers that work on any WiFi frequency bands and
at any unknown locations outside of the protected area; ii) has
minimum interference to the ongoing WiFi communication; and
iii) preserves authorized RF sensing inside the private region. Our
extensive evaluation shows that when Aegis is activated, it i) has a
negligible impact on the legitimate sensing system; ii) effectively
prevents the illegitimate sensing system from sensing human
motions. Moreover, the ongoing data communication throughput
is even increased in both 2.4GH > and 5GH z WiFi bands.

I. INTRODUCTION

Radio frequency (RF) sensing techniques leverage the RF
signals reflected from a human body for tracking people [1],
[2] and recognizing their activities [3], [4] and gestures [5], [6]
even behind the wall [7], [8]. These techniques also introduce
serious privacy leakage issues. As shown in Figure 1(a): Alice
(a WiFi access point) is sending WiFi packets to Bob (a
smartphone). The signal transmitted by Alice is reflected by
a person’s body and utilized by Carol (a private RF sensing
system) to conduct legitimate human tracking and activity
recognition for applications (e.g., smart homes) in the private
region (i.e., a private home). However, Eve (an eavesdropper)
could conduct illegitimate RF sensing outside of the private re-
gion by analyzing the WiFi signal that bounced off the human
body, which means Eve can spy on its neighbors’ activities [3],
[4] and decipher their password based on keystroke [9].

This privacy leakage issue can be solved by covering the
private region with electromagnetic shielding (similar to the
Faraday cage) as shown in Figure 1(b). However, this approach
is very expensive and would block Alice’s signal, which
means Carol cannot perform tracking or activity recognition
inside the shielded private region. We could use a jammer
that distorts the information embedded in the reflected signal
everywhere to incapacitate Eve (as shown in Figure 1(c)).
However, jamming would also incapacitate Carol, and blocks
the ongoing communication between Alice and Bob.

Different from the above approaches, we present Aegis, a
novel interference-negligible RF sensing shield. As shown in
Figure 1(d), Aegis reflects the received signal from Alice by
changing its amplitude, Doppler shift, and delay. By rotat-
ing the directional antenna while transmitting signal, Aegis
can cover all of the potential adversary regions where Eve
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Fig. 1. Difference between Aegis and other approaches.

may reside in. Our design goals are i) preventing Eve from
acquiring the human location and activities at any potential
adversary regions when using any WiFi frequency bands;
ii) introducing negligible interference to the ongoing wireless
data communication from Alice to Bob; and iii) protecting
Carol’s legitimate RF sensing system in the private region.
However, in order to achieve these three design goals, we need
to address the following two design challenges:

* How to identify and cover the potential adversary
region? Ideally, we want to point the directional antenna to
Eve but not Carol. However, in order to track the human
movement, Eve only needs to act as a silent receiver, which
is very difficult to localize since Eve does not send any
signals. Therefore, instead of localizing Eve, we propose to
identify the potential adversary region based on the location
of the sender (i.e., Alice), which can be estimated based on
existing approaches (such as the received signal strength, time-
of-arrival, and angle-of-arrival). With the identified potential
adversary region, we can rotate the directional antennas to
obfuscate the human motion information inside the whole
region.

* How to prevent the eavesdropping while maintaining
legitimate communication and sensing? It is impossible to
tell who is the eavesdropper in the adversary region. For
example, Eve may act as another Bob (a legitimate com-
munication node). Therefore, the signal reflected by Aegis



should only interfere the human motion information but not
the data communication. Since RF sensing techniques use
three physical layer features (i.e., signal amplitude, Doppler
shift, and delay) to track human movement and identify human
activities, the design goal of Aegis is to distort all these three
features in the potential adversary region while introducing
negligible interference to the ongoing data communication.
Specifically, Aegis changes i) the signal amplitude with a
combination of amplifiers; ii) the Doppler shift by controlling
the speed of a fan attached to the mouth of its directional horn
antenna; and iii) the delay by rotating the directional antenna.
By carefully controlling the amplitude, Doppler shift, and
delay of the signal reflected by Aegis, the data communication
signal is not noticeably interfered.
In summary, our main contributions are as follows:
e We build a novel hardware platform that can simultaneously
change amplitude, Doppler shift, and delay of the wireless
signals so that eavesdroppers cannot identify the human mo-
tions based on the reflected signal. Moreover, by rotating the
directional antennas, our hardware platform can cover any area
within the potential adversary region.
e We design a novel scheme to estimate the potential adversary
region under two different threat models: passive eavesdrop-
pers and active adversaries. We also develop a new metrics,
i.e., signature entropy, to measure the amount of human
motion information embedded in the signal.
e We optimize the control of the RF sensing shield (Aegis)
to change the signal amplitude, Doppler shift, and delay to
prevent various types of eavesdroppers. In the meantime, the
changed signal would only obfuscate human motion informa-
tion but leaves the data communication content unaffected.
e We evaluated our design extensively in real-world settings.
Our experimental results show that Aegis can effectively pre-
vent the eavesdropper. For example, when Aegis is activated,
the accuracy of the legitimate sensing system only has a
negligible decrease, while the illegitimate sensing system is
incapacitated. Since Aegis elevated the amplitude of the over-
all received signal, the throughput of the data communication
is increased in both 2.4GHz and 5GHz WiFi band. Thus
the interference to communication is negligible and actually
benign.
ITI. RELATED WORK

We categorize the proposed RF-based human tracking and
activity recognition approaches as follow:
I) RSS-based. Received signal strength (RSS)-based methods
monitor the signal strength at the receiver side to perform
sensing. Researchers have conducted single target tracking [1],
[2] and multi-targets tracking [10]. For activity recognition,
harmony achieves up to 90% accuracy [11]. Although RSS
has been known as a coarse-grained measurement, several
approaches are able to recognize gestures [12], [3]. Moreover,
RSS can even be used to monitor respiration [4].
II) CSI-based. Channel state information (CSI) is a fine-
grained measurement that provides the signal strength as
well as the phases of the received signal [13]. Based on
CSI, researchers have developed a fall detection system [14]

Fig. 2. Multipath effect caused by human motion

with 87% detection accuracy, and an activity recognition
system [15] to recognize 9 activities. In addition, CSI-based
approaches have also been developed to identify individu-
als [16], hear human talks [17], and recognize keystrokes [9].

Different from the above works, our work addresses the
privacy leakage issue due to the RF sensing. The most related
work is PhyCloak [18]. However, Aegis is different from
PhyCloak in two aspects: i) Aegis simultaneously incapacitates
adversaries in all the WiFi bands within 2.4 GHz and 5 GHz;
and ii) Aegis is independent of the legitimate sensing systems
since it does not require complex signal processing scheme.

ITI. UNDERSTANDING RF SENSING

In this section, we introduce the principle of RF-based
human motion sensing (i.e., RF sensing), which is also the
design basis of Aegis. RF sensing systems leverage the wire-
less signals bouncing back off the human body. As shown in
Figure 2: the signal from the transmitter reaches the receiver
via multiple propagation paths. The signal that propagates
directly from the transmitter to the receiver takes the line-
of-sight (LoS) path, P;. The signal that is reflected by the
static obstacle takes the non-line-of-sight (NLoS) path, P,;.
The signal bounced off the human body follows another path,
P,. When the human is moving or performing activities, Py,
would become P;L, which has a different length.

The transition from Pj, to Pj caused by human motion
would affect the signal more obviously than fixed paths P,
and P,;. This influence can be detected by measuring three
features of the signal: i) amplitude (i.e., RSS or CSI values)
fluctuates as the human moves. Consequently, the RSS values
collected from multiple receivers contains a unique pattern
when the human is at a certain location, which enables RSS-
based localization and tracking [19]. Through time-frequency
analysis, the RSS sequence shows a pattern that matches the
movement range and speed of the human activity [9], [11],
which enables the activity recognition; ii) Doppler shift is
introduced by the relative speed between the human body
and the receiver [20]. Different human gestures introduce
distinguishable patterns in the Doppler shift of RF signals, thus
can be used for gesture recognition [5]; iii) delay varies with
the length of the propagation path since RF signal travels at a
constant speed. A longer propagation path brought by human
motion would introduce a longer delay, and a shorter path
introduces shorter delay. Thus the delay of the received signal
could be used to conduct localization [21] and tracking [22].

Most of the RF based human motion sensing systems are
built on top of the measurements of RSS, Doppler shift, and
delay. The changes in these three features can be represented



by the complex value channel frequency response (CFR) [23].
We denote CFR as H(f,t) an(Iiv calculate it as follow :

H(f,t) = e ™80S "ay(f,1)e 7270 (1)
k=1

where f is the frequency of a wireless channel, ¢ is time.
ak(f,t) is the amplitude attenuation. A f is the Doppler shift.
TK(t) is the delay. Given the transmitted signal X (t), the
received signal Y (¢) can be written as Y (t) = H(f,t) x X (t).
Therefore, in order to make sure that Eve cannot derive a
valid human activity, our system needs to randomize human
motion information embedded in the amplitude, delay and
Doppler shift of the signal outside of the private region. In
this way, Aegis does not need to know details about Eve, such

as Eve’s communication protocols or sensing algorithms.

IV. ASSUMPTIONS AND THREAT MODEL

In this section, we introduce the assumptions and detailed
threat models which reflect real-life scenarios.
A. Assumptions

We assume that there are multiple WiFi access points that
work in different frequency bands (e.g., 2.4 GHz and 5 GHz).
As shown in Figure 1(a), Carol is in the private region while
Eve can be anywhere outside. The private region can be an
office room or a private house. We assume that the private
region is isolated from other areas by walls or non-transparent
windows, thus Eve cannot visually peek into it. However, Eve
can use any state-of-the-art RF sensing techniques to conduct
tracking and human activity recognition.
B. Threat Model

We address two classes of radio-equipped adversaries: pas-
sive eavesdroppers and active adversaries.
(a) Passive eavesdroppers: As shown in Figure 1(a), an
adversary (Eve) records the RF signals transmitted by Alice
and reflected by the human body. Based on the recorded
RF signals, Eve can leverage the human activity information
embedded in any combination of the three components (i.e.,
signal amplitude, Doppler shift, and delay) to derive human
location and activity [11], [24], [20]. Since our system can
distort human motion information embedded in the three
components, we ensure that the adversary cannot track people
inside the private region or sense his/her activity.
(b) Active adversaries: Such an adversary pretends to be
a benign WiFi user and actively sends out RF signals in
any WiFi frequency bands (e.g., 2.4 GHz or 5 GHz). The
signal sent by the adversary and reflected by the human
body inside the private region can be used by the adversary’s
receiver (Eve) to sense human location and activities. Since
Aegis randomizes human motion information embedded in the
amplitude, Doppler shift, and delay of the received signals in
any frequency band, we can disrupt the adversary’s sensing.

Both of the passive eavesdroppers and active adversaries
may be in any location outside of the private region. We as-
sume both of the two types of adversaries use omnidirectional
antennas. If the adversaries use directional antennas, it would
be hard to decide the orientation of the antennas since they
cannot visually peek into the private region.
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V. SYSTEM OVERVIEW
The design goals of Aegis are i) incapacitate the eaves-

droppers that work on any WiFi frequency band and at any
unknown location outside of the private region; ii) minimize
interference to the ongoing WiFi communication; and iii)
preserve authorized RF sensing inside the private region. To
achieve these goals, Aegis (shown in Figure 3) consists of two
parts: hardware platform and middleware.

Hardware platform, which changes the amplitude, delay and
Doppler shift of the received RF signals in all of the WiFi
bands. The hardware platform contains five main components:
i) an omnidirectional receiving (Rx) antenna that receives the
signal from the environment; ii) an amplifying circuit, which
amplifies the received signal to distort the human activity
information; iii) a directional transmitting (Tx) antenna, which
transmits the distorted signal; iv) a fan, which is attached to
the mouth of the Tx antenna to introduce Doppler shift; and
v) a stepper motor, to which the Tx directional antenna is
mounted. The stepper motor can change the orientation of the
antenna, which introduces randomized delay.

Middleware, which controls the hardware to generate the
distorted signals and cover the potential adversary region.
Specifically, the middleware has two parts: i) the Human
Motion Obfuscation module calculates the speed of the fan,
the gain of the amplifying circuit, and the speed of the
motor, so that the output signal can obfuscate the human
motion information; ii) the Motor Controller module estimates
the boundary of the potential adversary region based on
the estimated location and transmission power of the WiFi
transmitter, then calculates the motor’s rotation range to cover
the adversary region.
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Fig. 4. Hardware Overview
VI. HARDWARE DESIGN
The design goals of Aegis’ hardware platform (shown in
Figure 4) are: i) distort the human motions embedded in
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Fig. 5. A Simplified Multistage Amplifier Circuit Diagram
amplitude with the amplifiers; ii) distort the human motions
embedded in phase with the fan attached to the Tx antenna;
and iii) distort the human motions embedded in delay by
randomizing the rotation speed of the Tx antenna. Aegis
changes the signals in all of the WiFi bands (i.e., both 2.4
GHz and 5 GHz). Furthermore, Aegis changes signal rapidly

so that Eve cannot filter out the distorted signal.
A. Distorting Reflected Signal’s Amplitudes

In order to distort the human motion information embedded
in the amplitude of reflected signal, we have to immediately
rebroadcast the changed signal. Otherwise, the changed signal
could be filtered out by Eve. Traditional systems that relay
signal through down-conversion, digitization, analog regener-
ation, and up-conversion would introduce a delay that can be
detected by Eve. To change the amplitude and rebroadcast
the signal fast enough, we use the amplifier that amplifies
the signal without decoding data. However, a single amplifier
has a very limited gain. Thus we designed the multistage
amplifier circuit as shown in Figure 5. For the sake of clarity,
the impedance matching circuit is not shown.

The circuit contains four RF amplifiers (each with +10dB
gain) and a multiplexer (MUX). The received signal is am-
plified for 10 dB by the receiving circuit, which guarantees
that the reflected signal has enough amplitude to disrupt the
illegitimate sensing. With a typical high gain +10dB omnidi-
rectional antenna and low noise +10dB amplifier (LNA), the
received signal strength is —35dBm at 3 meters with —50dB
of RF propagation loss. The reflect coefficient of a human
body is around 0.6 [25]. Therefore, to obfuscate the human
movements, the reflected signal requires a minimum gain of
—35 dBm % 0.6 = —21 dBm. Thus we should amplify the
reflected signal with a minimum gain of 14dB. The +10dB
initial amplification would make sure the reflected signal has
enough amplitude after going through the rest of the circuit.

After the initial amplification, we connect four +10dB
amplifiers and a 4 x 1 MUX. The MUX can choose
among 20d B, 30dB, 40dB,50d B gains. By randomly switch-
ing among these 4 gains, we distort the human movement
information embedded in the reflected signal’s amplitude. Our
evaluation results show that the current 4 gain values are
sufficient to distort the human motion information.

B. Distorting Reflected Signal’s Doppler Shift
In order to distort the human motion information embedded

in the Doppler shift, we place a fan at the mouth of the Tx
directional antenna to create random Doppler shift. Doppler
shift is the frequency change of a wave when an observer
moving relative to the source of the wave [26]. In our system,
the source’s moving speed is vy = 0, the observer’s (i.e., fan
blades) moving speed is vy = wr, where w is the angular
speed, and r is the fan radius (here » = 50mm). The rotational

speed of the fan is wy = %%, Hence the estimated the

Doppler shift A f created by the fan is:

A=t h=Sh =00 @

where fj is the frequgncy of the originally received signal.
By randomizing the fan’s speed, we introduce randomized
Doppler shift to defend against eavesdroppers that utilize the
Doppler shift. Our empirical study shows that human motions
introduce around 10 ~ 80 Hz Doppler shift. Thus, from
Equation 2, we can estimate the corresponding speed range

is from 240 ~ 2,000 rounds per minute (RPM).
C. Distorting Delay
If we used traditional systems to delay the signal, the

delay could be long enough for Eve to filter out the reflected
signal. To introduce a delay that is both short and capable
of obfuscating human motion information, we leverage the
multipath effect. Specifically, we mount the Tx directional an-
tenna to a stepper motor, which can rotate at designated speed.
By rotating the directional antenna, we create n propagation
paths with different lengths of Ly, Lo, ..., L;, ..., L;j,..., Ly.
Since the RF signal travels at a constant speed, and L; # L,
the delay of the signal changes as the directional antenna
rotates. Therefore, by randomizing the rotation speed of the
stepper motors, we can introduce random delay into the signal

to incapacitate the adversaries.
VII. MIDDLEWARE DESIGN
As shown in Figure 6, the middleware of Aegis contains

two modules:

*Human Motion Obfuscation Module: This module controls
the hardware platform (i.e., the MUX, the fan speed, and
the motor speed) to distort the physical layer features (i.e.,
amplitude, Doppler shift, and delay) of the signal. We distort
all the three features to defend from unknown eavesdroppers,
which could leverage any feature on any WiFi band. To
choose appropriate control parameters, we propose signature
entropy, which fuses the three features together to indicate
how much human motion information is embedded in the
distorted signal. Then we use the hill climbing algorithm to
maximize the signature entropy in the distorted signal.
*Motor Controller Module: This module controls the Tx
directional antenna to cover the potential adversary region
with the distorted signal. We mark the potential adversary
region with its boundary, which is defined as the adversary
boundary. However, the adversary boundary could change
over time when multiple active adversaries work on the
same frequency alternatively. On the other hand, adversary
boundaries could overlap when multiple active adversaries
work in different frequency bands at the same time. The
motor controller module estimates the adversary boundaries by
considering all the active adversaries, and dynamically change

the range of rotation to cover the potential adversary region.

A. Human Motion Obfuscation Module )
In this section, we first introduce the signature entropy,

which indicates how much human motion information is
embedded in the signal. Then, we show how to tune signature
entropy of the signal received at a certain location with the
distorted signal. In the end, we show that the distorted signal
will not jeopardize wireless data communication.
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1) Signature Entropy: In order to minimize the human

motion information obtained by the eavesdropper, we need
a metric to measure the amount of information. Entropy
is usually used to measure the amount of information. We
leverage the observation the human motion information is
embedded in the fluctuation of amplitude, Doppler shift, and
delay. These features c}gn be unified as:

s = Zai(ti)e*jQWfDTi(ti) 3)
i=0
where K is the number of signal samples collected during the
human motion. a; is the instantaneous amplitude change. fp
is the Doppler shift. T;(t;) is the delay at time ¢;. We name
s as the human motion signature, which describes the pattern
in the signal caused by human motion.

The human motion signature takes a form similar to fre-
quency domain representation of signal. If the frequency
domain representation of the received signal “looks like” the
human motion signature, the signal contains human motion in-
formation. The cross correlation C, between a human motion

signature s and the received signal g tells their similarity [27]:
N

Cog = ) 5" [mlglm + 1] @)
m=0
where C,, is the probability of signal g containing human
motion signature s. We define the correlation signature entropy
Hi(Coi|Cfy) as: (co0)
bLco;
Hy(CoilCTy) = 3 _pleoncfp)log o= (5)
The correlation signature entropy describes the ability to
predict the correct activity given the observed signatures and
signals when Aegis is activated.

2) Calibration: To maximize signature entropy of the ad-
versary while minimizing that of authorized receivers, we
calibrate Aegis by defining the range of tuning gain, fan speed,
and antenna rotation. We define entropy measured by the
illegitimate receiver (i.e., adversary) as follow:

Adv; k.o = H|Gain,;, Fany, 0, (6)
where Gain; is the ¢th array of gain level to test. Flanj the
kth fan speed to test, §; is the jth antenna angle to test.

Similarly, we can define entropy measured by the legitimate
(authorized) receiver as follow:

Authi oy = Hp|Gaing, Fany, 0; @)

Thus the goal of the calibration process is to maximize
Adv; 5,y — Auth; i 2 . We use the hill climbing algorithm to
accomplish this goal. Specifically, we try every combination
of the parameters to find the maximum entropy difference.

3) Impact on Communication: In this section, we discuss
interference robustness of the most common communication
schemes under Aegis. Since the amplitude modulation is
deprecated due to multipath effect, we only discuss the phase
and frequency modulation methods. We model multipath and
Doppler shifts on a sine RF signals as follows:

(A+ A, 327 [fe(t+Tm)+ fa(t+Tm)] ®)

where A is the amplitude of the sent signal, A,, is the
multipath and propagated amplitude of the signal. f. is the
frequency of the original signal. f; is the Doppler shifted
frequency bounced off on a body. ¢ is the transmit time, and
T, is the propagation time of the NLoS path.

Therefore, we can define coherence of time as 7, and the
range of frequency drifts defined as B;.We get that T, = Bid.

For a receiver to recover from the Doppler Effect interfer-
ence, it must sample T, /2 samples. To recover from multipath
delays, protocols must allow for a guard interval between
each symbol. Therefore, depending on the level of channel
interference, a wireless communication system must have a
guard interval fast enough digitizer, propagation diversity such
as multiple-input and multiple-output (MIMO), and enough
spread between carrier frequencies.
B. Motor Controller Module

In this section, we demonstrate how Aegis covers the
potential adversary region.

1) Covering Passive Adversaries:

A passive adversary is hard to locate since it stays silent
while sensing, but it needs to stay relatively close to the
transmitter. Otherwise, the signal would fade drastically and
the signature entropy would be too high. Therefore, the adver-
sary has to stay in the region where the signature entropy is
low enough for sensing human motions. We name this region
as the potential adversary region. As long as Aegis covers
the potential adversary region with the distorted signal, the
adversary can not sense human motion.

To cover the potential adversary region, we need to know
its location and shape. Ideally, the center of the potential
adversary region is the transmitter, and the shape should be a
circle. However, due to the multipath effect, the center could
be slightly shifted, and the shape would be distorted. Thus we
need the entropy map of the area to find the boundary of the
potential adversary region. The entropy map can be obtained
by scanning the area with a sensor that measures the entropy.

With the entropy map, we still have to answer three ques-
tions to cover the region: i) how many directional antennas
should be deployed, ii) where to deploy the antennas, and ii)
what is the range of rotation angle of each antenna?

Figure 7(a) shows how we cover the potential adversary
region. We deploy 2 Tx directional antennas (Tx 1 and Tx 2)
at two opposite corners of the private region. With the help of
the motors, each antenna covers approximately 270°, which
contains the distorted potential adversary region.

Note that the adversary may not be continuously covered by
the rotating Tx directional antenna, thus can obtain fractions of
correct human motion information. However, human motions
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Fig. 7. Antenna deployment and schedule with passive and active adversaries.
usually take seconds, which is long enough for the directional
antenna to scan the region multiple times. Thus the adversary
would not get fully correct results.

2) Covering Active Adversaries: Aegis can incapacitate an
active adversary by covering the potential adversary region
since the Rx antenna of the active adversary also has to
stay in the region. However, multiple active adversaries could
introduce a complex region. As shown in Figure 7(b), Eve 1
works on the 2.4G H z band while Eve 2 works on the 5GH z
band. Their adversary regions can be merged as one. Thus
Aegis uses both antennas to cover the merged adversary region
with distorted signal on both 2.4GHz and 5G H z bands.

Eve 1 and Eve 2 can also share the same band by adopting
Carrier Sense Multiple Access (CSMA) to avoid the collision.
Aegis activates Tx 1 when Eve 1 is transmitting as shown in
Figure 7(c) and activates Tx 2 when Eve 2 is transmitting as
shown in Figure 7(d) to cover all the adversary regions.

Summary: Aegis dynamically controls the Tx directional
antennas to incapacitate hidden adversaries on different fre-
quency bands.

VIII. IMPLEMENTATION & DEPLOYMENT
In this section, we introduce the implementation and de-

ployment of our experimental platform.

(d) Covering active eaves‘ﬂi"(')(;‘)pers on

A. System Implementation
We use multiple amplifiers (ZJL-6G) and a MUX (NI-

2591) to build the amplifying circuit. The input of the circuit
is connected to an omnidirectional antenna. The output of
the circuit is connected to two directional antennas (QRG-
218/A). Each directional antenna is attached to a stepper
motor (NMB P14329-ND), which is controlled by the motor
driver (TRINAMIC TMCM-1311). We attached a fan (DELTA
EFB1324SHE-EP) to the front of the directional antenna. We
implemented the middleware of Aegis on a NI RF testbed.
B. System Deployment

We perform the experiment in an 8m x 10m single house.
We use the house as the private region and the yard around
the house as the potential adversary region. The two regions
are separated by 30cm thick walls. As shown in Figure 8,
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Fig. 8. The deployment of Aegis, Alice (WiFi access point), Bob(legitimate
communication device), Carol (legitimate sensing system) and Eve (illegiti-
mate sensing system) .

the private region contains the target human, Carol (legitimate

sensing system), and multiple static objects. The potential
adversary region contains Aegis, Alice (WiFi access point),
Bob (communication device), and Eve (illegitimate sensing
system). The directional antennas of Aegis are deployed at
the northeast and the southwest corner of the private region.

C. Sensing System Implementation
To test the performance of Aegis, we also build two identical

sensing systems that work as Carol (legitimate sensing system)
and Eve (illegitimate sensing system) respectively. Each sens-
ing system consists of a signal digitizer (PXIe-5622), a signal
generator (PXIe-5652), a down-converter (PXIe-5601) and an
upconverter (PXIe-5450).

The sensing systems measure RSS, CSI, and delay. To get
clear patterns of human motions, we preprocess the data as
follow: i) RSS: We performed band-pass filtering on the RSS
data to enhance fast fading caused by human movements. ii)
Delay: We measured the delay times using cross-correlation.
iii) CSI: To determine Doppler shift in CSI, we performed
long-integration of Fourier transforms on the CSI values, and
then applied a notch filter without frequency shifts.

The sensing systems apply the Bayesian optimization and
estimation [28] on the RSS data for tracking, and support
vector machine (SVM) [29] to classify the signature extracted
from Doppler shift for activity recognition. The systems also
measure the signature entropy based on RSS, CSI or delay.

IX. EVALUATION ON ACTIVITY RECOGNITION

In this section, we verify that Aegis can prevent illegitimate

activity recognition without blocking communication.

A. Evaluation Setup & Metrics
We use the following metrics to evaluate Aegis’ impact on

activity recognition systems and communication systems:

Activities Explanation Notation
Arm Wave Left Right arm waves to the left AW1
Arm Wave Right Right arm waves to the right AW?2
Arms Wave Wave both arms AW3
Leg Kick Forward | Right leg kicks forward LK1
Leg Kick Back Right leg kicks back LK2
Leg Kick Right Right leg kicks right LK3
Sit on the Chair Walks then sit on the chair SC
Sit on the Ground | Walks then sit on the ground SG
Walking Walks through the room WK
Empty Room Empty room ER
TABLE T

ACTIVITIES DATASET
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Fig. 9. Heat maps of frequency offset for each type of activity on 2.4 GHz WiFi band. When Aegis is activated, Eve receives signal with obfuscated patterns,

but Carol can still get valid patterns.
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Fig. 10. Recognition accuracy of Carol and Eve with Aegis deactivated and
activated on 2.4G' Hz WiFi band.

*Accuracy of Activity Recognition: The accuracy of activity
recognition is the ratio between the number of correctly clas-
sified activities and the total number of performed activities.
*Communication Throughput: The unit of throughput is the
received megabytes per second (MB/s).
B. Empirical Results of Activity Recognition

With Carol and Eve sensing on 2.4GHz and 5GH z WiFi
band, we have 9 volunteers performed 10 types of activities
in the private region. Every volunteer repeats each type of
activity for 10 times when Aegis is deactivated, and another
10 times when Aegis is activated. Thus we obtained 3,600
activity samples. The activities are listed in Table I.

Figure 9 shows the heat maps of frequency offset for
each activity. (To save space, we only show the results on
2.4GH z WiFi band. We also omit Eve’s results when Aegis

is deactivated since they are similar to Carol’s.) When Aegis is
activated, Eve’s received signal contains lots of noise, which
obfuscates the patterns of human activities. On the other hand,
Carol’s received signal contains patterns of human activities
as clear as when Aegis is deactivated.

To show Aegis’ impact on recognition accuracy, we plot the
recognition accuracy of Carol and Eve on 2.4G H z WiFi band
in Figure 10. When Aegis is deactivated, both Carol and Eve
achieve similar recognition accuracy. However, when Aegis is
activated, the recognition accuracy of Eve drops dramatically
while the accuracy of Carol only decreases by 0.08. We omit
the similar results on the 5GH z band to save space.

Figure 11 shows the confusion matrices when Aegis is
activated. On the 2.4GHz band, the accuracy of Carol is
78.2% while that of Eve is 22.4%. On the 5GHz band,
Carol has an overall recognition accuracy of 69.2% while Eve
only has an accuracy of 11%, which is close to a random
guessing. The recognition accuracy is higher on 2.4G H z since
the attenuation and propagation loss are lower in this band.

To testify that Aegis preserves communication, we measure
the throughput of Carol and Eve. Figure 12 shows the through-
put on the 2.4GH z and 5GH z bands with Aegis deactivated
and activated. The result shows the throughput is improved by
Aegis. This is because the relayed signal enhances the signal
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Fig. 12. Aegis improves the throughput on 2.4GHz and 5G H z bands.
received by Bob.

Summary: Empirical experiments show that Aegis incapac-
itates illegitimate sensing systems while preserving legitimate
sensing and data communication on all the WiFi bands.

C. System Insight Analysis

Since Aegis obfuscates human motion information by rais-
ing the signature entropy in the signal, we need to testify
that the signature entropy measured in the potential adversary
region is higher than that measured in the private region. For
this purpose, we use the sensing system to scan the whole area
with a step length of 1m while measuring the signature entropy
at every sampling point. The distribution of the signature
entropy is shown in Figure 13(a): the entropy is high in
the potential adversary region, which causes the obfuscated
patterns in Figure 9. The entropy is low in the private region,
which matches the clear patterns in Carol’s received signal.
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Fig. 13. The entropy in the potential adversary region is significantly
higher than that in the private region. High entropy means low classification
correctness.
To be more precise, we show the relationship between

the signature entropy and the classification correctness in
Figure 13(b): when the entropy is high (1.0), the correctness
is less than 10%. As the entropy decreases to 0.14, the
correctness raises to 83%. Thus we get an insight of Aegis:
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Fig. 11. Confusion matrices of activity classification on 2.4G Hz and 5G H z WiFi bands with Aegis activated.

Insight: Aegis elevates the signature entropy of the signal
received in the potential adversary region, but barely affects
the signature entropy of the signal received in the private
region. Thus Aegis can block Eve at any unknown location
in the potential adversary region while not affecting Carol.

X. EVALUATION ON TRACKING

In this experiment, our volunteers walk along a predefined
path in the private region and our sensing systems sense the
human’s location every 0.2s. As shown in Figure 14(a), the
path is a 16.5m broken line with multiple turning points. The
horizontal span is 2m and the vertical span is 6m.

A. Evaluation Metric

Assuming the speed of the human is constant, we can get
the actual location of the human via time. Formally speaking,
given a time point ¢, the tracking system gives a function
f(t) = (xs,ys), where (zs,ys) is the sensed coordination of
the human. The ground truth gives another function g(v,t) =
(z,y), where v is the speed of the moving human, and (z,y) is
the actual coordination of the human. We define the tracking
error distance d.,.,. between (z,y) and (zs,ys) as:

derr = \/(.23 - xs)Q + (y - ys)2 ©))

For two trajectories, we can get multiple tracking error
distances. Then we use the cumulative distribution function
(CDF) [30] of the tracking error distances to depict the
difference between the tracking result and the ground truth.

B. Empirical Results of Tracking
To save space, we only show the tracking result of one

volunteers in the 2.4G H z WiFi band. Figure 14(a) shows the
trajectories sensed by Carol and Eve when Aegis is deacti-
vated. There are 66 points on each trajectory. As shown in the
figure, both Carol and Eve are able to perform tracking with
high accuracy. Figure 15 supports this observation with the
corresponding CDF of distance errors. The tracking accuracy
of Carol is slightly higher than that of Eve.

Figure 14(b) plots the trajectories of the same volunteer
when Aegis is activated. The trajectory sensed by Eve is
drastically randomized, but the trajectory sensed by Carol
is barely affected. This observation is also supported by
Figure 15. When Aegis is activated, the minimum tracking
error distance of Eve is larger than 2m and the median tracking
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error distance is about 2.35m. However, the median error
distance of Carol is 0.05m, which is an acceptable accuracy.
Summary: Aegis disturbs the trajectory sensed by Eve but
barely affects Carol on all the WiFi bands.
C. System Insight Analysis
To explain the results of tracking with the entropy map in
Figure 13(b), we need to testify that Aegis raises the signature
entropy to the same level no matter if the entropy is calculated
based on RSS, CSI or delay, which means Aegis incapacitates
different types of adversaries with the same performance.
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Fig. 16. Signature entropy measured by Eve gets close to 1 when Aegis is
activated. It does not matter if Eve uses RSS, CSI or delay.

We measure the entropy in the signal based on RSS, CSI,
and delay, respectively. The results are shown in Figure 16.
When Aegis is deactivated, the entropy measured by Carol and
Eve are at the same level. When Aegis is activated, the entropy
measured by Carol raises slightly, but the entropy measured
by Eve based on RSS, CSI and delay are all close to 1. Thus
we get the following insight:

Insight: Aegis has the same impact on sensing systems
that measure RSS, CSI or delay, thus achieves its design goals
regardless of the type of eavesdroppers.

XI. CONCLUSION

To address the privacy leakage issue in RF sensing, we
introduce Aegis, a novel system that i) defends against both
passive eavesdroppers and active adversaries; ii) preserves
the legitimate RF sensing in the private region; and iii) has
minimum interference to the ongoing WiFi communication.

Our extensive evaluations in real-world settings demonstrate
the effectiveness of our system in both 2.4 GHz and 5 GHz

WiFi bands.
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